
A 5-Step Guide to Making AI-Built 
Health Software Production-Ready
AI lets a small team build a working health application in days. The demo lands, the clinicians are interested 

and someone asks the obvious question: when can we use it with real patients? 

 

In development or as a proof of concept you optimise for proving the idea. You run on test data, one person knows 
how everything works, and downtime nobody notices. 

 

But a hospital is the opposite where you have real patient data, an IT-security review to pass, named accountability, 
audits and a system that cannot go dark while people depend on it. 

 

The gap between those two worlds is where most AI-built health software stalls. So this guide sets out the five things 
that close it. Work through them and you turn a prototype that works into a product a hospital can run.


Step 1: Secure it for real patients

Security Concept:

In development, security is often minimal. In a hospital, an undocumented 
system does not get connected to the network at all.


What you need to do:

Document how the system protects data from end to end.

Write down what you are protecting, from whom and the most 
likely attack paths. Then set your data classification, enforce 
encryption in transit and at rest, and move every secret out of 
code and config. For an AI system, define the model boundaries 
too, so prompt injection and data exposure are covered.


Why it is important:

Security that lives in one person's head cannot be reviewed, 
inherited or defended after an incident. A hospital's IT-security 
team needs a document it can assess, and it will often hold your 
requirements to its own internal guidelines, not only to GDPR.


What you avoid and what you get:

You avoid a failed security review that stalls go-live for 
months. And you gain a security concept an auditor can 
read and a hospital can approve.



Step 2: Decide who is allowed to do what

Access Concept:
In development, everyone tends to be an admin. In a hospital, 
access is granted by role, restricted, and logged.


What you need to do:

Define every user type and system account, and give each the 
least access it needs. Write the role-to-permission matrix down 
and keep it current. Then set your authentication, restrict admin 
rights to named people and log all access to patient data. Where 
users have very different skill levels, guide the less experienced 
through the workflow without slowing the experts.

Why it is important:

No clear ownership and no access controls are the two gaps 
that most often block production. A clinic has to know exactly 
who can see and change patient data, and be able to prove it 
on demand.



What you avoid and what you get:

You avoid shared logins and orphaned accounts that fail 

an audit. And you gain a defensible access model, with a clear 
routine for granting access on day one and removing it on the last.




Step 3: Prove your data handling holds up

Technical and Organisational Measures 
(TOM, GDPR Article 32):

In development, you work with test data. In a hospital, you handle 
real patient data under GDPR, and special-category data at that.



What you need to do:

Document your Article 32 measures across confidentiality, integrity 
and availability. Minimise what you collect, set clear retention and 
deletion rules and run a data protection impact assessment where 
the processing is high risk. For health data, add heightened 
measures, and where records may be used as legal evidence, 
protect their integrity so they hold up outside the system.


Why it is important:

Before a hospital signs, its legal and procurement teams will 
ask for your TOM. Without one there is no data-processing 
agreement, and without that there is no deal.


What you avoid and what you get:

You avoid a stalled contract and a last-minute compliance 
scramble. And you gain the document that lets a hospital 
lawfully put real patient data through your system.


Step 4: Make it runnable by someone other than the builder

Operations Manual:
In development, the system runs on the builder's laptop. 
In a hospital, it has to run without them.



What you need to do:

Write the runbook. Capture the architecture in one diagram, 
name an owner for each critical component and document 
how a change goes from commit to production. Then set 
out your rollback procedure, your monitoring and alerting 
and your incident response, including who is on call.


Why it is important:

A prototype only the builder can operate is a single point of 
failure. A hospital needs a system a team can run, monitor 
and support around the clock, and a record of what 
changed, when and why.


What you avoid and what you get:

You avoid the 3am call that only one person can answer. 
And you gain a system anyone on the team can operate, 
support and hand over.


Step 5: Plan for the day it fails

Recovery Plan:
In development, a crash is an inconvenience. 
In a hospital, it can affect patient care.




What you need to do:

Set your backup strategy, then test the restore, not just 
the backup. Define your recovery time objective and 
recovery point objective, list your likely failure scenarios 
with the steps for each and plan for the case where 

a cloud or model provider is unavailable.


Why it is important:


What you avoid and what you get:


A clinical system cannot simply go dark. You need a tested 
way back, agreed before the outage rather than improvised 
during it.


You avoid discovering that your backups never worked at 
the worst possible moment. And you gain a recovery plan 
with a known recovery time, a known recovery point, and 
a date it last passed a test.



Recommended next steps for teams building health software

Document your security and access model before you ask anyone for a go-live date.

Bring the hospital's IT and compliance team in early, and build to their internal guidelines, not only to GDPR.

Test your recovery before you need it, and write down the date it last worked.

Take your prototype into production
Running through these five steps shows you the gap between a working prototype and a system that will run in a hospital. 
Closing it takes engineering time and clinical-grade architecture experience most teams do not keep in-house.

 

That is where punktum comes in. We take AI-built health prototypes into clinical production: security hardening, access controls, 
data compliance, observability and recovery, with EU MDR expertise behind every step.


Talk to us about taking your prototype into production: 
https://punktum.net/services/development/

Building a medical device? Our MDR consulting keeps the whole journey compliant: 
https://punktum.net/services/medical-device-regulation-consulting-services/


